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Part 1. The Players
Cryptography basics
Certificates
Transport Layer Security

What you need:

mod_SSL
OpenSSL toolkit
PHP --with-openssl|
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Basics: Hashing

not reversible
has native PHP support

Contents | Previous | Next

md5( 'hello’ ) : 5d41402abc4b2a76b9719d911017c592
shal( 'hello’ ) : aaf4c6lddcc5e8a2dabede0f3b482cd9aea9434d
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Basics: Symmetric
Encryption

Symmetric: both sides use the same key

Reversible
Requires out-of-band key exchange.
PHP needs mcrypt extension

3DES
AES
Blowfish
RC4

We each have the same secret key.
You encrypt a value with this key, and send it to me.
The only way to decrypt it is with our shared secret key.
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Basics: Asymmetric
Encryption

Asymmetric: encryption and decryption use different keys

Reversible
Allows public knowledge of encryption key
PHP needs OpenSSL extension

RSA

| give you my public key.
You encrypt a value with my public key, and send it to me.

The only way to decrypt it is with my private key (which only |
have).
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Certificates

X509 Public Key Infrastructure

RFC3280 defines Certificates and Certificate Revocation Lists.

http://rfc.net/rfc3280.html
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Certificate Authorities

Certificate Authorities provide secured identification of a server,
and enable asymmetric encryption of messages between client
and server.
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Transport Layer Security

A 30-second history

Secure Sockets Layer was developed by Netscape in 1994 as a
protocol which permitted persistent and secure transactions. In
1997 an Open Source version of Netscape’s patented version
was created, which is now OpenSSL. In 1999 the existing
protocol was extended by a version now known as Transport
Layer Security (TLS). By convention, the term "SSL" is used
even when technically the TLS protocol is being used.
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TLS: What It Does

e« TLS encrypts messages.
« TLS makes message alteration detectable.

e TLS authenticates message senders/receivers.
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TLS: The Handshake Protocol

SSL encrypts every transaction between the client browser and the
server, which makes it possible to send sensitive information back
and forth without fear that it will be readable by anybody who might
iIntercept it. It can do this because, before it begins transferring
encrypted information, the server engages in an elaborate negotiation
with the client, called the Handshake Protocol. This negotiation has
the following parts:

 The client sends a request to the server which, because it
uses the https (as opposed to http) schema, initiates the
negotiation.
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TLS: Server Handshake
Response

The server responds with a plain-text message consisting of the
following parts:

1. An exchange method to be used for passing back and forth
the keys to be used for encrypting information. This is
typically either RSA or Diffie-Hellman-Merkle. If it is RSA, the
server must send along also a Certificate (discussed below).

2. The type of encryption to be used (RC4 or preferably 3DES).

3. The technique to be used for calculating the Message
Authentication Code, a checksum appended to messages and
used to verify that the message contents havena€™t been
tampered with. Typically MD5 or SHA-1.
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TLS: Server Certificate

RSA key exchange enhances security by requiring the server to send
a Certificate to the client. This Certificate is a binary collection of the

following information:
1. Its identity
2. Its own attestation that it really is who it has said

3. A Certificate Authoritya€™s attestation that the servera€™s
attestation is true

4. Its public key, which may be used to encrypt the message
encryption key, randomly generated by the client
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TLS: Server Certificate
Verification

e The client browser recognizes the Certificate Authority
and thus verifies the authenticity of the connection.

Certificate Yiewer:"webmail.optonline.net™

General | Details |

S5L Server Certificate

This certificate has been verified for the following uses:

Issued To

Common Mame (Ch)
Crganization (00
Crganizational Linit (00
Serial Murnber

Issued By

Common Mame (Ch)
Organization {0
Organizational Unit (2L}
Yalidity

Issued On

Expires On
Fingerprinks

SHAL Fingerprink

MDS Fingerprink

webmail. optanline, net

Cablevision Syskems Corparation

EISC

03:40:50:6F:05:63: 7IneE:AE9F: 100 C0: 27 EF: 45:91

Mok Part OF Certificate =
WeriSign Trust Metwork,
VeriSign, Inc.

9/21/2005
9/22/2006

DF:40:22:82:67 300EE:AEBF:44:39:96:57:55:55:F4:09:E1:00:50
ST ASIESELESICE: 11 7E:BE: 10 20 536 66 36:65:89

Help ] [ Close
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It can do this because it has pre-installed certificates from many
Authorities.

€ Certificate Manager =10l x|

Yaour Certificates | Other F‘eu:uple'sl Web Sites  Authorities |

You have certificates on file that identify these certificate authorities:

Certificate Mame Securiby Device

-Merisign Class 3 Public Primary Certification Authoriky Builkin Object Token
~Merisign Class 1 Public Primary Certification Authoriky Builkin Object Token
~Merisign Class 2 Public Primary Certification Authariky Builkin Ohject Token

-Merisign Class 1 Public Primary Certification Authority - 32 Builtin Object Token
~Merisign Class 2 Public Primary Certification Authority - G2 Builkin Object Token
~Merisign Class 3 Public Primary Certification Authority - G2 Builkin Object Token

~Merisign Class 4 Public Primary Certification Autharity - G2 Builkin Object Taken (e
-4eriSign Class 1 Public Primary Certification Authority - 3 Builtin Object Token ll
Wigw Edit Impark Delete
(] 4 Help
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TLS: Failed Verification

If there is a conflict between the name on the certificate and the
name of the server, the browser pops up a a€ccDomain Name
Mismatcha€ notice, allowing the user to decide whether to
continue.

Security Error: Domain Name Mismatch il

‘ou hawve atkempted to establish a connection with
"mail.optonline. net”, Howewver, the security cerkificate presented
belongs to "webmail, optonline.net”, It is possible, though unlikely,
that someone may be trying ko intercept vour communicakion with
this web site,

If wou suspeck the certificate shown does nak belang o
“mail.optonline.net”, please cancel the connection and notify the
site administratar,

Wiew Certificate |

Ik Cancel | Help
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TLS: Client Handshake
Response

e Assuming the client does trust the server, it generates a
random key to be used by the server for message
encryption. It then encrypts that key with the servera€™s
public key, and sends it back to the server.
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TLS: Handshake Wrapup

At this point, the Handshake Protocol is finished. Both the server
and the client know the following:

1. What key and encryption method to use for message
encryption

2. What key and hashing method to use for message

signing

There is, then, a great deal going on behind the scenes, which
explains why SSL connections are sometimes slower than
insecure ones.

http://www.nyphp.org/content/presentati ons/ SSL/t| shandshake8.html[9/12/2009 6:58:19 PM]


http://www.nyphp.org/content/presentations/SSL/presentation.html
http://www.nyphp.org/content/presentations/SSL/presentation.html?action=view&preset=1

[Presentation] TLS: Record Protocol

\\' \Y/ Contents | Previous | Next
i ¢ F ¥
YA ‘}:3 li

TLS: Record Protocol

Now the Record Protocol starts to manage all future
communication. The server finally is ready to respond to the
original request, as follows:

1. It encrypts its http response.
2. It calculates a hash of its response

3. It appends that hash as a signature.

http://www.nyphp.org/content/presentations/ SSL/tl srecord1.html[9/12/2009 6:58:31 PM]
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TLS: Record Protocol
(cont'd)

Upon receiving the servera€™s response, the client does the
following:

1.

2.

It detaches the signature.

It calculates a new hash of the response, and compares
that to the detached signature.

(Assuming they match,) it decrypts the response.

It displays the requested html.

http://www.nyphp.org/content/presentations/SSL /tl srecord2.html[9/12/2009 6:59:08 PM]
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Contents | Previous | Next

PHP
Apache's mod_ssl

Installed by default in Apache 2, and available for Apache 1.3,
mod_ssl provides cryptography so that Apache can interact with
the OpenSSL toolkit.

http://www.modssl.org/

http://www.nyphp.org/content/presentations/SSL/modssl .html[9/12/2009 6:59:29 PM]


http://www.nyphp.org/content/presentations/SSL/presentation.html
http://www.nyphp.org/content/presentations/SSL/presentation.html?action=view&preset=1
http://www.modssl.org/

[Presentation] OpenSSL
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OpenSSL

The OpenSSL project provides a toolkit and cryptography library
for implementing the TLS protocol.

http://www.openssl.org/

http://www.nyphp.org/content/presentations/SSL/openssl.html[9/12/2009 6:59:33 PM]
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[Presentation] PHP's OpenSSL Support
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PHP
PHP's OpenSSL Support

PHP reports that it must be compiled --with-openssl in order to
use its wrapper support for OpenSSL, although that appears not

to be completely true.

http://www.php.net/openssl
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The Big Picture

Green parts are created by local CA, pink parts by third-party
CA.
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Part Il: SSL-enabled
Webservers

HTTPS Requests and Responses are:
e Encrypted
 Tamper-proof

e Authenticated (Server, anyway)

http://www.nyphp.org/content/presentations/SSL/part2_webservers.html[9/12/2009 6:59:53 PM]
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HTTPS Requirements

Apache with mod_ssl

An IP Address

Private server key (passphrase encrypted)

Signed Server Certificate

(optional) Certificate Authority Certificate(s)

(optional) PassphraseDialog script

http://www.nyphp.org/content/presentations/ SSL /requirements.html[9/12/2009 7:00:00 PM]
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[Presentation] Using PHP to simplify PKI
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Using PHP to simplify PKI

phpca is a command line utility to create and manage a simple
Certificate Authority for use with Apache's mod_ssl.
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-/phpCa <command> [<Server> I "Ca"]
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A Local Certificate Authority

./ phpca cagen

http://www.nyphp.org/content/presentati ons/ SSL/cagen.html[9/12/2009 7:00:10 PM]
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A New Server Certificate

./ phpca newserver ssl.exanple.org

http://www.nyphp.org/content/presentati ons/ SSL/newserver.html[9/12/2009 7:00:21 PM]
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Global SSL Directives

H

## d obal SSL Directives

#it

#LoadModul e ssl _nodul e nodul es/ nod_ssl . so
Li sten 443

# Random nunber generation

SSLRandontseed startup file:/dev/urandom 512
SSLRandontseed connect file:/dev/urandom 512

# Session Cache

SSLSessi onCache none

SSLSessi onCacheTi neout 600

SSLPassphraseDi al og builtin

SSLMut ex
file:/Applications/xanpp/ xanppfil es/| ogs/ssl _nutex

AddType application/ x-x509-ca-cert .crt
AddType application/ x-pkcs7-crl .crl

http://www.nyphp.org/content/presentations/SSL/mod_ssl_global.htmlI[9/12/2009 7:00:32 PM]
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[Presentation] A Passphrase Dialog
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A Passphrase Dialog

Create /root/nttpdkey:

Contents | Previous | Next

#!'/ bin/sh
echo 'ny secret password'

Make sure only root has access:

chnod 700 /root/ htt pdkey

Use an external SSLPassphraseDialog:

SSLPassphraseDi al og exec:/root/ httpdkey

Manual

http://www.nyphp.org/content/presentati ons/ SSL/passphrase.html[9/12/2009 7:00:51 PM]
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[Presentation] Apache Per-host SSL Directives
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Apache Per-host SSL

Directives

##

## SSL Virtual Host Context
#H#

<Vi rtual Host _default :443>
# Ceneral setup for the virtual host
Docunent Root "/ Users/csnyder/ Sites/ https”
Server Nane | ocal host
Server Adm n csnyder @hxo. com
ErrorLog | ogs/sslerror.|log

# SSL Configuration

SSLEngi ne on

SSLCi pher Suite H GH MEDI UM

SSLCertificateFile /etc/httpd/ssl/Iocal host. cert
SSLCertificateKeyFile /etc/httpd/ssl/| ocal host. key
SSLCertificateChainFile /etc/httpd/ssl/ca.cert
SSLCARevocationFile /etc/httpd/ssl/ca.crl

# Client Authentication (Type):
#SSLVerifyCient require
#SSLVeri fyDepth 10

# SSL Engi ne Opti ons:

<Files ~ "\.(cgi|shtm | phtm | php?)3$">
SSLOpti ons +St dEnvVars

</Files>

# SSL Protocol Adjustnents:

Set Envlf User-Agent ".*MSIE *" \
nokeepal i ve ssl -uncl ean- shut down \
downgrade-1.0 force-response-1.0

# Per - Server Loggi ng:

Cust onmlog | ogs/ssl _request |og \
"0 % 9% SSL_PROTOCOL}x 9% SSL_Cl PHER} x
\ "o \" U

http://www.nyphp.org/content/presentations/SSL/mod_ssl_perhost.html[9/12/2009 7:00:58 PM]
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[Presentation] Apache Per-host SSL Directives

</ Vi rt ual Host >
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Cipher Suite

DIY suite-ness!

openssl ciphers -v 'H GH MEDI UM

Manual
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Cross Your Fingers

http://www.nyphp.org/content/presentations/SSL/testing.html[9/12/2009 7:01:24 PM]
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Revoking A Server
Certificate

./ phpca revoke ssl.exanple.org

http://www.nyphp.org/content/presentati ons/SSL/revoke.html[9/12/2009 7:01:33 PM]
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[Presentation] Part I11: Application Level SSL
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Part 111: Application Level
SSL

A PHP application can use OpenSSL's RSA support to:
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» Sign values to prevent tampering

» Encrypt values to keep them private

http://www.nyphp.org/content/presentations/SSL/part3_applevel.html[9/12/2009 7:01:40 PM]


http://www.nyphp.org/content/presentations/SSL/presentation.html
http://www.nyphp.org/content/presentations/SSL/presentation.html?action=view&preset=1

[Presentation] Example: Stored Secrets

\ .“;i_ Contents | Previous | Next
YORK

Example: Stored Secrets

On storage, application needs:

« Application Certificate (Public Key) to encrypt values

On retrieval, application needs:
» Application Private Key to decrypt values

e ...and Private Key passphrase

http://www.nyphp.org/content/presentati ons/ SSL/page43839f1e73b16.html[9/12/2009 7:01:47 PM]
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PHP
Class openSSL

include_once( './openSSL.php' );
$server = new openSSL();
$server-=>privateKey( file_get contents( $server_key ) );

$server-=>certificate( file_get contents( $server_cert ) );

http://www.nyphp.org/content/presentations/SSL/init.html[9/12/2009 7:01:59 PM]
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Signing

$value_signed = $ssl-=sign( $value , $passphrase );

Looks like:
So long, and thanks for all the fish.
----- BEG N openSSL. php SI GNATURE- - - - -
e35f bZmMIXYbVP33HY1CX31hxi r Ai ENMEY4A0JH GgPDf S87BnDQsz GHF
CSvnMAY Yy gF7 QuwRYNRS+Vdi DNy 2y 3Uh2gqB7 SNGXgWZn RNs MTI'e GX4 OKx

NBSuwUQ+zNu7Q Yf apQyl i YOOAS5L+GenFFRHv e TWAgw=
----- END openSSL. php SI GNATURE- - - - -

http://www.nyphp.org/content/presentati ons/SSL/sign.html[9/12/2009 7:02:09 PM]
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Encrypting

Short values only! (56 chars max)

$secret = $ssl-=encrypt( $value, $client_certificate );

Looks like:
Nl nc97wDavLSF7RO78Ncl uVvX8Sr YMXdDFu9ot ugP5LDI PTW+VUQGDOs
Z9qVS9+AL01gv1H2Ub8eNRc V6 7WJQW 51 MA92+T5Kpr SqV+CP/ FXf ¢ NC
nd3pq/ HBTKPOLTF7zX9Q7 GZg/ 4UuMHnt 9Ec GHhoOx BMVE

http://www.nyphp.org/content/presentations/SSL /encrypt.html[9/12/2009 7:02:15 PM]
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Decrypting

$value = $ssl-=decrypt( $secret, $passphrase );

http://www.nyphp.org/content/presentations/SSL/decrypt.html[9/12/2009 7:02:31 PM]
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Verifying

$verified = $ssl->verify( $signed_value,
$client_certificate );

http://www.nyphp.org/content/presentations/SSL /verify.html[9/12/2009 7:02:38 PM]
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Checking The Key
Passphrase

$success = $ssl-=checkKey( $passphrase );

http://www.nyphp.org/content/presentati ons/SSL/checkkey.html[9/12/2009 7:02:44 PM]


http://www.nyphp.org/content/presentations/SSL/presentation.html
http://www.nyphp.org/content/presentations/SSL/presentation.html?action=view&preset=1

[Presentation] Parsing X.509 Data
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Parsing X.509 Data

$ssl->certificate( $certificate data );
$dn = $ssl-=>getDN();
print_r( $dn );

Looks like:

(

[C] => US

[ ST] => New Yor k

[L] => New York Gty

: => CHXO I nt er net

QU] => Certificate Authority

: => ca. chxo.com

| emai | Address] => csnyder @hxo. com

http://www.nyphp.org/content/presentati ons/ SSL/x509parse.html[9/12/2009 7:02:56 PM]
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Discussion

How do you use SSL?

http://www.nyphp.org/content/presentations/ SSL /di scussion.html[9/12/2009 7:03:03 PM]
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[Presentation] Thank Y ou!
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PHP
Thank You!

For many many more details, please consult "Pro PHP Security",
published in September by Apress.

-y

Pro ;
PHP Security

v By s WA SeutPered
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Resources

Some of the many resources used in the making of this
presentation.

Cryptography
« Diffie-Hellman-Merkle Key Exchange
« PKCS #7: Cryptographic Message Syntax Standard

« PKCS #12: Personal Information Exchange Syntax
Standard

« RSA Cryptosystem
- S/MIME Specification 3.1 (RFC 3851)

Legal

o CNET: Netscape Patents Crypto Protocol (Sept. 16
1997)

« United States Patent: 4,405,829 (RSA)
« United States Patent: 5,657,390 (SSL)

Manuals

- mod_ssl Directives

e OpenSSL Manuals
« PHP OpenSSL Functions

http://www.nyphp.org/content/presentati ons/SSL/links.html[9/12/2009 7:03:20 PM]
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[Presentation] Resources

Other How-Tos

» Certificate Management and Generation with OpenSSL

« Generating an SSL Certificate with Apache+mod_ssl

SSL/TLS Protocol

e The SSlLv2 Protocol
« The SSlLv3 Protocol

e The TLS Protocol v1.0

« X.509 Public Key Infrastructure Spec (RFC 3280)

http://www.nyphp.org/content/presentati ons/SSL/links.html[9/12/2009 7:03:20 PM]
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Download

Presentation files as a ZIP archive.

Contents:

pssl wap/ FCNYLI cense. t xt
pssl wap/ README

pssl wap/ cnf _tenpl ate. php
pssl wap/ confi g-di st. php
pssl wap/ confi gure

pssl wap/ fcnyCLI . php
pssl wap/ gpl . t xt

pssl wap/ openSSL. php
pssl wap/ openSSLDeno. php
pssl wap/ openssl . cnf

pssl wap/ phpca

pssl wap/ pl ayers. png
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